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Abstract: In today’s world, the extensive use of Big Data emerges as a fundamental component in various
sectors, and healthcare is no exception. This article explores the importance of using this data for the continuous
improvement of patient care, providing them with a better quality of life. However, for this to happen, several
challenges must be overcome, especially in data processing and analysis, and in this sector, it is crucial that
their accuracy and integrity are not compromised, as they are related to life and death. In this study, we present
a survey of technologies, possibilities, and challenges that arise in this field through a systematic review of
various articles with cutting-edge approaches to the subject. Consequently, the advantages of using Big Data
in healthcare will be highlighted, as well as the critical need to overcome the inherent challenges to achieve
efficient and ethical implementation.
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Resumo: No mundo atual, a utilização extensiva de Big Data surge como uma componente fundamental em
vários setores, e a saúde não é exceção. Este artigo explora a importância da utilização desses dados para a
melhoria contı́nua do atendimento ao paciente, proporcionando-lhe melhor qualidade de vida. No entanto, para
que isso aconteça, vários desafios devem ser superados, especialmente no processamento e análise de dados,
e neste setor é crucial que a sua precisão e integridade não sejam comprometidas, pois estão relacionados
com a vida e a morte. Neste estudo, apresentamos um levantamento de tecnologias, possibilidades e desafios
que surgem neste campo por meio de uma revisão sistemática de diversos artigos com abordagens de ponta
sobre o tema. Consequentemente, serão destacadas as vantagens da utilização de Big Data na área da saúde,
bem como a necessidade crı́tica de superar os desafios inerentes para alcançar uma implementação eficiente e
ética.
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1. Introduction

The era of the digital revolution marks the replacement of
analog technology with digital electronics. This era began in
the 1980s and continues today [1]. This shift, along with the
invention of the World Wide Web, has resulted in an expo-
nentially growing amount of data year after year due to the
popularization of mobile devices and browsers. Consequently,
in the early 2000s, companies began to race towards new
strategies for analyzing large amounts of unstructured infor-
mation. This is because data is the most valuable resource for
a company, and proper analysis of this data can reveal hidden
patterns, enabling decision-making in various sectors [2].

This innovation occurred in 2006 with the emergence of
the Hadoop platform, which allowed Big Data applications
to run on a clustered platform [3]. This open-source software
has continued to grow and is currently one of the most widely
used in the Big Data field due to its ability to store and process
large volumes of information at an extremely fast rate. As it is
utilized by major companies such as Uber, Netflix, and X (for-
merly known as Twitter), it is important to explain how this
platform functions and its significance for the future of health-
care. This framework has three main components [4]: Hadoop
Distributed File System (HDFS) (storage unit), MapReduce
(processing unit), and YARN (resource management unit).

HDFS is a cornerstone of large-scale data processing sys-
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tems due to its ability to provide reliable, scalable, and effi-
cient storage. As illustrated in Figure 1, HDFS consists of
two primary components: the NameNode and the DataNodes
[5]. The NameNode functions as the central organizer or “li-
brarian,” storing information (metadata) about how data is
distributed, replicated, and whether each DataNode is opera-
tional. The DataNodes act as the “shelves,” holding actual data
blocks and handling read and write requests. By continuously
monitoring the health of each DataNode, the NameNode can
automatically adapt the cluster in real time, reallocating or de-
commissioning nodes to maintain reliability and performance.
This architecture allows HDFS to scale transparently—adding
more DataNodes is like adding additional shelves to accom-
modate an ever-growing library. In the event of a DataNode
failure, redundant data copies ensure uninterrupted access,
further demonstrating HDFS’s resilience. Consequently, these
design choices make HDFS especially adept at handling mas-
sive volumes of information by providing high throughput,
fault tolerance, and flexibility for modern big data applica-
tions.

Figure 2 illustrates the functioning of MapReduce. Here,
the input is divided into multiple parts for more efficient pro-
cessing. Next, the key-value pairs are sorted, and finally,
in the aggregation phase, the final output is obtained at the
DataNodes and sent to the NameNodes [7].

YARN is the resource management layer, responsible for
its efficient and fair allocation, ensuring that each applica-
tion obtains the necessary resources without affecting other
applications [9]. This process is illustrated in Figure 3.

As mentioned, the era of the digital revolution is still
ongoing, meaning that evolution continues daily, and it is
necessary to keep up with this progress in all areas of our
daily lives. In the healthcare sector, there is an increasing
awareness among the population about its importance, which
implies that the amount of data on this topic is also growing,
especially considering the rise of IoT devices. Big Data in
healthcare lies in the ability to analyze large volumes of data
by cross-referencing information to anticipate diseases and
personalize treatments [11].

Figure 4 illustrates how data related to this topic is grow-
ing almost exponentially, suggesting the imminent need for
the integration of these data from various sources.

However, the challenge lies in selecting relevant data and
securely managing this type of sensitive information, ensuring
patient privacy and data integrity. This study proposes a com-
prehensive review of the possibilities offered by Big Data in
improving patient care, highlighting innovations and critical
challenges faced by healthcare professionals and researchers.
By outlining a solid methodology, clear objectives, and inclu-
sion criteria, we aim to identify the most effective approaches
for massive data analysis in the healthcare context.

The remaining sections of the article are structured as
follows. In Section 2, the methodology, study objectives,
and inclusion criteria used in the research are defined. The
results of this systematic review are presented in Section 3 and

discussed in Section 4. The document concludes in Section 5
with answers to the research questions and a brief summary
of the key points addressed.

2. Research Metodology

This chapter aims to thoroughly analyze scientific studies that
contain relevant information on the topic of our article (Big
Data in Healthcare). By using well-defined criteria, we will
address pertinent research questions on this subject. The in-
vestigation was conducted according to the PRISMA method-
ology - Preferred Reporting Items for Systematic Reviews and
Meta-Analyses [12].

2.1 Research Questions
This systematic review is based on the following questions:

(RQ1) In what aspects can Big Data transform the health-
care sector?

(RQ2) What are the challenges that arise in the use of Big
Data?

(RQ3) What methodologies are currently used to apply
Big Data in healthcare?

2.2 Inclusion Criteria
The study analyzing the possibilities and challenges of apply-
ing Big Data techniques in healthcare was conducted using the
following inclusion criteria: (1) Studies that identify advan-
tages or challenges; (2) Studies that present concrete methods
used in healthcare; (3) Studies written in English; (4) Studies
with full-text availability; and (5) Studies published between
2015 and 2024, to capture the most recent trends and applica-
tions.

2.3 Research Strategy
The search terms for this systematic review — ”Big Data”
AND ”Healthcare” AND ”Methodologies” — were selected
based on key concepts central to the research questions. The
authors identified these terms through an iterative process
involving exploratory searches. The goal was to capture rele-
vant studies without being overly broad or narrow. Boolean
operators like AND were used to ensure that the search re-
trieved studies addressing all three concepts. The search string
was tested in IEEE Xplore and ACM Digital Library, two
platforms highly regarded in the fields of computing and tech-
nology, to confirm its effectiveness. Each study was then in-
dependently analyzed by the authors for relevant approaches
and perspectives.

2.4 Extraction of Study Characteristics
Data were extracted from the identified studies using a prede-
fined format: Reference, Year, Application Area, and Method-
ology suggested in the article. Table 1 presents the respective
extracted information.
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Figure 1. Hadoop Distributed File System [6]

3. Results
The Figure 5 illustrates the article selection process, where
initially 75 publications were obtained from the two databases
used in this systematic review IEEE and ACM. After remov-
ing duplicates (2), the titles and abstracts of each article were
analyzed, and 45 were excluded because they were not di-
rectly related to the domain of our proposed article. Next,
after analyzing the introduction and conclusion of the studies,
7 more were removed as they did not suggest methods or
approaches. Finally, 6 studies were excluded because they
did not differentiate from the others considering the inclusion
criteria.

The 15 selected articles contain various approaches to
the use of Big Data in healthcare and highlight numerous
challenges and possibilities that will be discussed in the Dis-
cussion section. In terms of methodologies and algorithms
used, the majority of the studies refer to the use of machine
learning models in conjunction with the Hadoop platform and
the MongoDB database. Other articles emphasize the amount
of data generated, mainly by IoT devices, and the importance
of keeping these data secure and easily accessible through
Cloud Computing.

4. Discussion
The authors of the study [21] applied a practical approach to
identify the benefits that the use of Big Data in healthcare
could bring to the population. Initially, some challenges are
highlighted for applying a functional methodology, namely
the acquisition, processing, and analysis of data, as these come
from various sources and consequently are in different for-
mats, resulting in huge and complex datasets. The suggested
methodology is carried out using a cardiovascular disease
dataset composed of 70,000 rows and 12 attributes, requiring
data preprocessing before being loaded into the RapidMiner
software. The analysis is done using classification methods

with decision trees to classify the presence/absence of disease.
The authors conclude that there are various opportunities for
healthcare if Big Data usage is implemented, such as:

• Improved preventive care by applying personalized
treatments for each patient;

• Facilitated disease classification through cross-referencing
information with other patients;

• Reduced healthcare costs as both diagnosis and medical
treatment would be more accurate.

In [14], the authors highlight numerous opportunities that
Big Data can unlock in this field, especially considering that
a large portion of health information currently remains in
static files. By leveraging real-time data instead, not only can
responses be delivered more quickly, but the resulting insights
become far more actionable, a critical advantage in urgent
medical scenarios. Another possibility that could change the
lives of not only patients but also healthcare professionals,
who are often infected at work, is the use of real-time patient
information to feed predictive models with this data. For
example, it would be possible to identify clusters through
temperature and location information, allowing the medical
team to identify other patients who were in that area and
isolate it. Applying cutting-edge methodologies in the use
of Big Data would already be complicated in sectors where
technology is highly developed, and in the healthcare sector,
the problem worsens since it is the most lagging in technology
use. In this sector, the challenges go beyond the 3 V’s of Big
Data (Volume, Velocity, and Variety), as the valence of the
data is crucial, i.e., the ability to interlink information so that
the data are more related. Finally, the authors mention some
methods that can be used, namely: applying data analysis
techniques such as segmentation and predictive modeling to
extract useful insights from the data, and using technologies
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Figure 2. Hadoop MapReduce [8]

Figure 3. Hadoop YARN [10]

like Hadoop, Cassandra, MongoDB, and cloud computing to
facilitate efficient processing and analysis of large datasets.

According to the authors of the article [17], Big Data
is still not widely used in the healthcare sector, mainly be-
cause data integrity cannot be minimally compromised. As
highlighted in the Garbage-in-Garbage-out theory, if the data
are inaccurate, they will produce incorrect outputs and con-
sequently erroneous medical research. However, Big Data
analysis can not only save costs and time but also detect dis-
eases at an early stage, making the cure more effective and
personalizing healthcare according to individual characteris-
tics. Nevertheless, the challenges in this area are immense,
with some of the most important being: data size, data with
different formats, data security, and patient consent for data
collection and sharing. The study concludes by stating that a
balance needs to be found among all parties involved (govern-
ment, patients, private institutions) to avoid problems such as

Figure 4. Growth of Healthcare Data [11]

pharmaceutical companies increasing prices based on analysis
results showing an outbreak in a certain area, or the govern-
ment hiding certain results for its benefit.

According to [25], the digitization of medical data has
led to the exponential growth of heterogeneous data, meaning
information that can appear in a variety of formats (struc-
tured, semi-structured, and unstructured) and originate from
numerous sources such as IoT sensors, smartphones, clinical
reports, and imaging systems. The sheer volume and diversity
of this data make analytical tools indispensable for uncover-
ing hidden patterns and supporting evidence-based decisions.
Big Data Analytics (BDA) leverages techniques like data vi-
sualization, Machine Learning, and Artificial Intelligence to
extract valuable insights. However, managing and storing
these varied data types in a structured format for analysis is a
significant challenge. This entire workflow can be divided into
four stages: Data Acquisition, Data Storage, Data Analysis,
and Information Management.

In the Data Acquisition stage, data collection, transmis-
sion, and preprocessing are crucial for integrating information
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Table 1. Analyzed scientific articles and their respective application areas and methodologies used
Ref. Year Application Area Suggested Methodologies
[13] 2015 Healthcare, Disease Prediction Naive Bayes; Apache Mahout; Decision Trees
[14] 2016 Clinical sectors, Healthcare

professionals
Predictive Models; Hadoop; MongoDB; Cloud Computing

[15] 2016 Clinic, Intensive Care Units Hadoop; Multivariate Logistic Regression
[16] 2017 Hospital Environment Hadoop, Cassandra, MongoDB, Big Data Analytics
[17] 2018 Health Review
[18] 2019 Early Disease Diagnosis Big Data Analytics; IoT; Hadoop; Machine Learning
[19] 2019 Hospital Environment Big Data Analytics; IoT; Naive Bayes; Support Vector

Machine
[20] 2020 Hospital Security CyberSecurity; Blockchain; Denial of Service (DDoS)

Attacks; SQL Vulnerabilities
[21] 2021 Hospitals, Health Centers RapidMiner; Decision Trees
[22] 2021 Remote Consultations, Devel-

oping Countries
Cloud Computing, MongoDB, Mobile App

[23] 2022 Health Big Data Analytics; IoT; Hadoop; Machine Learning
[24] 2022 COVID-19, Pandemics, Epi-

demics
Machine Learning; Supervised Learning; Hadoop;
Databricks

[25] 2023 Personalized Medicine, Com-
munity Health

Big Data Analytics; Hadoop; Cloud Computing

[26] 2023 Medicine, Emergency Ser-
vices

Big Data Analytics; Artificial Intelligence

[27] 2023 Clinics, Health Centers Health Recommender System; Artificial Intelligence;
CNN; Hadoop; Cassandra

from different sources. Once cleaned and standardized, the
data moves into the Storage stage, where distributed archi-
tectures—such as Hadoop—are gaining popularity for their
ability to handle massive datasets. The Analysis stage is
where data truly gains value, yet traditional platforms often
struggle to extract relevant insights from the sheer volume and
complexity. Finally, the Information Management stage in-
creasingly relies on Cloud Computing solutions, which reduce
costs, improve patient care services, and facilitate real-time
responses. Still, storing large quantities of unstructured in-
formation in the cloud carries its own risks—ranging from
privacy exposure to integration complexity—necessitating
robust preprocessing and security measures. When these chal-
lenges are effectively addressed, the possibilities for early
disease detection, clinical decision support, and personalized
medicine become practically limitless.

The authors of [15] highlight that data in this sector are
growing in the order of petabytes, leading to many challenges
such as data transfer, storage, and analysis, which cannot
be resolved by relational databases as they cannot process
this amount of information and can only handle structured
data, while 80% of the information is unstructured. The main
component for structuring Big Data is Hadoop, but Big Data
encompasses not only efficient data storage and processing
but also various Machine Learning techniques and cloud com-
puting services that facilitate infrastructure maintenance. To
implement this set of innovative technologies, the healthcare
sector needs an infrastructure prepared to do so, which is not

the case. For this reason, this sector faces several problems for
the efficient use of Big Data, such as: no standards to integrate
data from different sources, insufficient real-time processing,
and patient privacy protection. Given all these challenges,
researchers in this area develop several case studies. In one
of these studies [28], a platform is developed to collect and
analyze data from Intensive Care Units (ICUs). The experi-
ment was conducted in a small ICU with 20 beds, generating
approximately 1058 billion records annually. These data were
used to predict mortality using multivariate logistic regression,
achieving a success rate of 82%. The authors conclude that
the growth potential of this sector is enormous, as people are
currently willing to spend more money on healthcare, and
clinics can take advantage of this to provide better health-
care to clients. However, an efficient architecture that uses
Big Data and overcomes all the resulting challenges must be
implemented.

According to [26], AI and Big Data are considered the
major technological advances of this century, and using these
two tools together can be used to extract insights quickly.
In this study, the authors discuss how these techniques can
be used together, as AI can analyze large volumes of data
but needs the data to do so, taking advantage of Big Data
Analytics techniques to obtain information more quickly. For
example, through NLP (Natural Language Processing), AI
can establish connections between data, detect and correct
information problems, and automate tasks. It is demonstrated
in this article that these methodologies can be applied in the
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Figure 5. Flowchart of article selection.

real world, and when comparing medication doses suggested
by doctors and AI, it is concluded that AI can impact reducing
mortality and consequently assist a doctor or replicate their
role in the future. Recent technological advances have the
potential to transform healthcare as we know it today, turning
it into more personalized and precise treatments for each
patient, which can prevent emergency room overcrowding by
using online treatments for less urgent patients.

In this article, the authors [27] propose a Health Rec-
ommender System (HRS) that uses Big Data and Artificial
Intelligence to analyze large amounts of information, includ-
ing social life information and medical records, to recommend
treatments and medication alternatives. This system is created
with a focus on ensuring the quality, reliability, authenticity,
and privacy of the information. To achieve this, it is nec-
essary to consider not only the 3 V’s of Big Data but also
Veracity, as we are talking about data that can affect people’s

lives and well-being. The suggested recommendation system
uses a LeNET-type CNN to analyze large datasets and de-
velop a useful health recommendation system, composed of
several stages: initially, a patient’s health record is created,
and features are extracted through CNN training. From here,
the system collects useful information from the database and
performs sentiment analysis to understand patient opinions,
thus generating reliable recommendations while preserving
user privacy. Of course, for this algorithm to work, a large
amount of quality information must be analyzed, and to ob-
tain this, Big Data tools must be applied. Apache Hadoop
was used for its large-scale data processing capability, and
Cassandra was used as the database to facilitate the efficient
management of massive data. LeNET is based on medical
images such as X-rays and MRIs to extract relevant features
important for recommending appropriate medical treatments
or procedures. The authors conclude that by using the HRS,
it is possible to analyze data such as medical conditions, al-
lergies, and lifestyle to provide more personalized medical
guidance. However, it is essential to monitor long-term behav-
ior changes.

In the article [23], the authors emphasize the importance
of IoT devices in generating Big Data, as these sensor-based
gadgets, although contributing to improving people’s lives
in various areas such as healthcare, are also responsible for
the increasing amount of information generated every second.
The emergence of 5G networks resulted in high-speed con-
nectivity, exponentially increasing the number of IoT devices
used in all areas. To analyze this amount of information, esti-
mated to be 175 Zettabytes of data by 2025, techniques such
as Big Data analytics are needed to uncover hidden patterns
and relationships between the data. Big Data Analytics ex-
tracts information used by Machine Learning algorithms to
predict data using techniques such as clustering, classification,
and statistics. The authors divide Big Data Analytics into
four layers: Data storage, Data processing, Data query, and
Data visualization, where different frameworks can be used
in this workflow. The challenges faced by Big Data Analyt-
ics include the characteristics of the data (Volume, Velocity,
Variety), as well as data storage, preprocessing, management,
and integration. The authors discuss some frameworks, such
as Hadoop and Spark, where the former stands out for its
broad capabilities, and the latter is an alternative to Hadoop’s
MapReduce, offering better performance and support for dif-
ferent programming languages. Finally, it is concluded that
although IoT is the largest source of Big Data, this information
without analysis is completely useless, hence the importance
of Big Data Analytics.

The authors of the article [20] focus on the importance
of ensuring data integrity, as data is the most valuable asset
of a company, making the management of this vast amount
of information a complex task. Cybersecurity attacks on hos-
pitals are now considered the most severe attacks because,
in addition to this sector lagging in this area, the number of
attacks increases yearly. It is highlighted that data integrity is
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more critical than availability because data can be tampered
with, leading to patients receiving incorrect medications, caus-
ing fatalities. Healthcare organizations’ storage systems are
highly vulnerable to malware attacks, with an estimated med-
ical record on the dark web being the second most valuable
asset, ranging from $1 to $1000. The authors conducted a
systematic review of the most commonly used methods to
ensure data integrity in healthcare, emphasizing the use of
Blockchain technology, where each transaction is recorded
in blocks and chained sequentially. Multiple parties maintain
identical copies of a record, making it extremely difficult to al-
ter the data without being detected. Another technique used is
a message authenticator, which is extremely useful in IoT de-
vices in healthcare, ensuring that only authorized devices can
send and receive data, with messages being encrypted, mean-
ing they cannot be deciphered without the correct key. Despite
this, several problems can affect data integrity; Blockchain
is inadequate for handling large volumes of healthcare data,
and since it implements a distributed network where each
node has a copy of the transaction, it complicates data pri-
vacy management. Other categorized attacks include DDoS
attacks, SQL vulnerabilities, and human errors, often caught
in phishing attacks. The authors conclude that a more secure
data integrity strategy must be implemented in the healthcare
sector to avoid compromising human lives.

In the article [24], the authors discuss the importance of
using effective analytical tools to analyze large datasets re-
lated to the COVID-19 pandemic, although the use of these
tools can extend to other areas. Initially, an experiment with
40 participants (20 healthy, 20 sick) is conducted to diag-
nose the presence of depression using supervised learning
techniques such as classification and linear regression. The
results are positive, although they conclude that analyzing
more complex data types, such as speech samples, requires
more advanced machine learning techniques. Some of the
machine learning tools mentioned in the study include Tensor-
flow, PyTorch, and Caffe, which are deep learning frameworks
used to develop and train Artificial Intelligence models. These
tools can be combined with technologies for processing large
datasets in a distributed manner, such as MapReduce, Apache
Spark, and Databricks. This methodology could have been
applied in detecting COVID-19 infections, as the resulting
graph from digitally tracking contacts between people can be
extremely complex, making the use of common algorithms
impractical. This study also addresses the growing impor-
tance of metaheuristic algorithms, used to select important
features in datasets with hundreds or thousands of variables.
These algorithms were widely used during the pandemic, par-
ticularly in classifying the presence of the virus in patients,
efficiently allocating patients in hospitals, and distributing
medical resources.

The authors of the article [22] primarily discuss the impor-
tance of cloud computing in healthcare systems. In addition
to improving the quality and efficiency of services, it also
facilitates the recording of information through remote con-

sultations, mobile applications, or IoT devices. This approach
would bring even more advantages to developing countries
where medical services are limited. For example, according to
World Health Organization (WHO), Bangladesh has only 5.26
doctors per 10,000 people. The use of cloud computing and
digital technologies in healthcare (E-health) can overcome
constraints such as the high cost of maintaining information
systems, allowing the optimized use of limited medical re-
sources. The authors created a cloud computing-based system,
where through requirement analysis, they built a system for
users to schedule appointments, make video calls, and receive
medical prescriptions and real-time notifications. Building
this system requires several tools, including HTML, CSS,
JavaScript for the front-end, and Node.js and Express.js for
back-end development, allowing the connection with Mon-
goDB, responsible for storing and synchronizing patient data
in real-time. The authors conclude, based on a usability study,
that the population is ready and willing to use these systems in
the future, given their advantages in providing more efficient
healthcare.

The objective of the authors of [13] is to create a system
for early disease identification using the Naive Bayes clas-
sification algorithm executed on Apache Mahout. Once the
disease is identified based on users’ symptoms, necessary
treatments are suggested, which can reduce healthcare costs.
It is estimated that in the USA, 1,000 people die daily due
to medical errors, meaning healthcare is often inaccessible
and inaccurate, revealing the lack of an electronic system to
help patients obtain some preliminary information based on
their symptoms. The proposed method is composed of several
stages: initially, data are aggregated and preprocessed. The
next stage involves applying mining algorithms to the selected
data, namely the Naive Bayes algorithm to identify potential
risk groups. Then, using decision trees, preventive measures
and risk factors are identified. Next, the data are divided
into training and test sets. Unlike traditional database models
where data are stored in clusters and processed by queries,
real-time processing is used in this case, analyzing data as
it is transmitted to the server, allowing for faster decision-
making. The authors conclude that the developed model can
help predict a person’s health status based on their symptoms
and provide some care tips, improving healthcare efficiency.

In the article [18], the authors address the inherent chal-
lenges and possible solutions that can be applied due to the in-
creased information from IoT devices. These devices, namely
smartwatches and smartbands, can generate a large amount
of relevant data and help diagnose diseases at an early stage.
However, the challenge lies in the data’s heterogeneity, mean-
ing that to extract insights from the data, they must first be
preprocessed, resulting in other problems such as information
privacy. The authors mention numerous challenges that Big
Data Analytics (BDA) faces, such as privacy and security,
real-time processing, data structure and preprocessing, as well
as data mining. Despite using machine learning algorithms,
the challenges arise from the high speed at which data are
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generated and their heterogeneity. Currently, there are several
tools used in the ecosystem for Big Data analysis, with some
of the most common being: Apache Hadoop, Apache Spark,
Cassandra, MapReduce, and HBase. Some proposed solutions
in the literature are also discussed, highlighting the use of tech-
nologies such as Hadoop to process data in real-time or using
data compression and aggregation techniques to simplify Big
Data analysis. This method involves using machine learning
algorithms to reduce the size of IoT data. Finally, the authors
conclude that BDA is crucial for decision-making. However,
more studies and new methods are needed to overcome all
inherent challenges and make this system secure and efficient.

The authors of the article [19] use Big Data Analytics and
machine learning in a case study, resulting in 95% accuracy
in disease detection at a cost 90% lower than the local hos-
pital in Bangladesh. The proposed system uses wearables
like smartwatches, smart glasses, smart shoes, etc., to col-
lect patient data. These data are temporarily stored for initial
analysis. Then, the data are analyzed using machine learning
algorithms to extract the most relevant features and predict
diseases. However, the correct selection of the algorithm is
necessary as different algorithms yield different results in pre-
dicting certain diseases. Finally, the results are presented to
patients, who can consult specialists, find the nearest hospital,
get medications, or schedule an appointment. This way, the
doctors’ work is also facilitated, ensuring secure access to
patient records through fingerprint or facial recognition. The
authors conclude that obtaining real-time data is a significant
challenge, being the main limitation of the proposed experi-
ment. However, in the future, more complex methods such
as deep learning can be used to obtain new datasets and im-
prove accuracy compared to Naive Bayes and Support Vector
Machine methods.

In [16], it is mentioned that digitizing healthcare systems
will enable the acquisition of more data sources, allowing the
discovery of new patterns and signals that would otherwise
remain hidden. It is also highlighted that one of the main
objectives of applying Big Data in healthcare systems is the
possibility of incorporating social and behavioral areas. With
this, it would be possible to identify patterns in the population
and improve disease prevention and provide more effective
diagnostic mechanisms. This would require creating data anal-
ysis departments, necessitating the acquisition of spaces to
store the information. To mitigate these problems, the authors
developed a methodology that follows rules such as data het-
erogeneity, the use of distributed computing, and open-source
software. This methodology operates in three layers: the first
layer is storage, consisting of Data Lakes using HDFS; the
second layer is the data layer, using services like Cassandra
for data distribution, PostGIS for geospatial data, and Post-
greSQL and MongoDB; the third layer is the cognitive layer,
allowing visualization. With this methodology, the authors
believe that this system could be implemented in almost any
environment, as it is flexible, meaning it is not necessary to
implement all services, and it is possible to add new services

to the existing ones.
Considering all the information gathered during this sys-

tematic review, a diagram was created to demonstrate the
different stages required for the efficient implementation of
Big Data usage in healthcare. To implement an efficient solu-
tion in this area, several stages are necessary, each containing
numerous challenges to be overcome. The diagram comprises
six main components: Information; Data Aquisition; Cloud
Computing; Data Processing; Storage; and Big Data Analyt-
ics, providing insights that neither doctors nor patients would
previously know.

Based on the diagram shown in Figure 6, the challenges
arising from each stage will be identified. Implementing a
solution of this type requires collecting as much information
as possible from various sources such as hospitals and wear-
ables. In this phase, challenges include ensuring data quality
and integrity. The massive volume of generated data causes
numerous problems in the Data Aquisition phase, namely
preprocessing data in huge and complex datasets where in-
formation is constantly generated at a high rate and in dif-
ferent formats. Additionally, it can compromise the privacy
of the collected patient information. In this phase, encryp-
tion techniques should be applied, adding complexity to data
processing.

In the Cloud Computing phase, the main challenge is en-
suring data security and integrity. Although blockchain is
considered secure for ensuring data authenticity, all employ-
ees must be trained in security awareness to avoid phishing
attacks. The next phase (Data Processing) requires adjusting
and optimizing clusters to process large volumes of data, en-
suring the efficiency of distributed processing in a Hadoop
environment. In the storage phase, the primary challenge is en-
suring data scalability and availability to handle the increasing
amount of stored data.

Finally, in Big Data Analytics, it is necessary to select and
adjust the machine learning algorithm that is most accurate for
the specific problem, considering data complexity and specific
analytical objectives.

At the end of the implementation, it will be essential
to pay attention to each of the different phases to ensure
that the implemented solution meets all technical and ethical
challenges. Once these issues are guaranteed, the immense
advantages offered by implementing Big Data in healthcare
can be enjoyed. The main possibilities identified from the
review were:

• Improved Patient Care Quality: Doctors can develop
personalized treatments tailored to each patient’s indi-
vidual needs.

• Early Disease Detection: Big Data analysis can identify
patterns in complex datasets, allowing for early problem
detection.

• Cost and Time Reduction: Insights from Big Data An-
alytics will make both diagnosis and treatment more
accurate and effective.
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Figure 6. Overview of a typical Big Data solution, illustrating the progression from data acquisition and cloud-based storage to
data processing, analytics, and the generation of actionable insights.

• Advanced Medical Research: Access to datasets with
health data will allow researchers to perform advanced
analyses and discover new treatments and therapies.

5. Conclusion
In this article, we conducted a systematic review of the pos-
sibilities and challenges for improving patient care. Initially,
through research in scientific repositories, only 15 articles
were considered relevant, as many articles in this area contain
similar information, and for this reason, articles that also ad-
dressed practical methodologies were selected. Achieving a
successful implementation requires combining various tech-
nologies and methods, which entails overcoming numerous
challenges.

The main conclusions drawn are as follows:
(RQ1) In what aspects can Big Data transform the health-

care sector? Big Data provides data-based evidence to support
not only clinical but also administrative decision-making, re-
sulting in more efficient healthcare systems and, consequently,
a better quality of life for the population.

(RQ2) What are the challenges that arise in the use of
Big Data? To implement an efficient system, as represented
in Figure 6, numerous challenges must be overcome, mainly
in processing and managing the large amount of generated
information to ensure data integrity and security.

(RQ3) What methodologies are currently used to apply

Big Data in healthcare? Real-time data analysis is used, al-
lowing immediate intervention based on current information,
which can feed machine learning algorithms primarily built
using open-source libraries TensorFlow and PyTorch. For real-
time data processing, Hadoop and Apache Spark platforms are
mainly highlighted, typically using MongoDB or Cassandra
for storing and querying large volumes of unstructured health
data.

Implementing an end-to-end solution that spans all neces-
sary phases up to the Big Data Analytics stage is inherently
complex, as it must address multiple factors including in-
frastructure limitations, data handling processes, and user
acceptance. While a significant portion of health data still re-
sides in static files, and some professionals—such as doctors,
nurses, and administrative staff—may initially resist adopting
new workflows, a gradual rollout backed by clear benefits can
facilitate the transition. By carefully introducing modern tools
and demonstrating tangible improvements, healthcare organi-
zations can overcome these hurdles and ultimately leverage
advanced analytics to improve patient outcomes.

Author contributions
Luı́s M. Barata: translation, validation, methodology, review,
editing, and supervision; João Louro and João Afonso: origi-
nal research, formal analysis, preparation of the original draft.
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